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Step 1: Identify the need for a DPIA
	Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.

	The Police and Crime Commissioner (PCC) wishes to provide a target hardening and engagement service to residents living in the East Riding of Yorkshire, Hull, North East Lincolnshire and North Lincolnshire.

The service will see properties provided with safety items such as window locks, door alarms and tv simulators to increase protection.  In addition, residents will be asked to share their feeling of safety and perceptions of crime.  Residents will be encouraged to sign up to My Community Alert

Whilst names, ages will not be collated it is likely that property details will be needed so the provider can deliver the materials.  

To engage with residents and understand their feelings of safety, the police and crime survey may be shared and followed up later.  E-mail addresses / phone numbers may be collated by the provider as part of the engagement exercise. 

We wish to plot on a graph addresses that have received target hardening materials.  As a result, it is likely a data sharing agreement will be required. 

As a result of the above it’s likely that personal data will be processed.



Step 2: Describe the processing
	Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?

	Properties will be targeted based on intelligence received from Humberside Police and Community Safety Partnerships.  (CSPs) We do not need to record the names of individuals living at properties nor date of birth.
However, address details known to Humberside Police/CSP will be shared with the successful provider.  In addition, as part of the engagement part of the contract other details could be collated by the provider to increase take up of My Community Alert and complete the police and crime plan survey and shared with the Office of the Police and Crime Commissioner (OPCC).  
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The flow chart above shows how data will be shared and whom with.





	The provider will keep personal data for the duration of the contract and in-line with its document retention policy.  Humberside Police, CSPs and OPCC will keep the address data in line with its documentation retention policy.

A map of properties that have received target hardening materials will be created from the address details collated to avoid duplication in the future, this could be used by the Police, CSPs and OPCC.  The data processed will be:
· Address including postcode
· E-mail address
· Name (whilst not required for the contract it could be that some residents require further discussion
· Phone number (whilst not required it could be that some residents require a call back)





	Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?

	The data collected and processed by the provider will be of people living in residential properties within the Humberside Police region for the purposes of engagement (understanding their feeling of safety, fear of crime and encouragement to register with My Community Alert). 
Data collected will be collected throughout the 2-year contract from the 10th August 2026 to the 09th August 2028.
It covers the four Local Authority areas under the remit of the Police and Crime Commissioner for Humberside.  Those being Hull, East Riding of Yorkshire, North East Lincolnshire and North Lincolnshire.
Personal Data will be kept for the length of the contract, reviewed on a regular basis and destroyed appropriately as per the providers document retention policy.  No criminal offence data will be recorded.
I have considered the following Special Category Data in the table below:
	Special Category
	Data collected
	Special Category
	Data collected

	Racial or ethnic origin
	No
	Biometric Data
	No

	Political opinions
	No
	Health
	No

	Religious or philosophical beliefs
	No
	Sex Life
	No

	Genetic data
	No
	Sexual orientation
	No

	Trade Union Memberships
	No
	
	






	Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?

	The OPCC will have a 2-year contract in place with the successful provider.  The provider will hold the data and share this with the OPCC and/or its successor organisation.  Data could be shared with OPCC, CSPs and Humberside Police to ensure that the service is not duplicated in the future.
The OPCC does not expect itself or the provider to have any previous relationship with the individuals. Provider will be expected to demonstrate that where consent is relied upon as the lawful basis for processing that the UK GDPR is complied with.
There are no known current issues of public concern that need to be factored in.  Likewise, there are no prior concerns over the type of processing or security flaws.

The OPCC, CSP, Successful provider and Humberside Police may share potentially personal identifiable data i.e.. postal addresses



	Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for you, and more broadly? 

	The purpose is to ensure that identified properties in the Humberside Police region receive target hardening materials to feel safe.  In addition, the OPCC wants to understand the residents’ feelings of safety and fear of crime.  The findings will be recorded anonymously.  
Whilst names are not required they could be taken should a resident require a follow up call. 
Address details will be needed so the OPCC can plot those areas that have received materials to ensure that there is no duplication in the immediate future.  We can also ensure that we will not provide target hardening materials to properties that have already received them via other means such as the Local Authority.
The lawful basis of the processing of address data by the provider will be the Public Task of the OPCC. Any additional data they collect will be under the basis of Consent.
 


Step 3: Consultation process
	Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts? Have you consider data ethics implications?

	As part of the consultation process the following have been consulted with. 
· Finance Officer, OPCC
· Crime Prevention Officer, Humberside Police, North Bank
· Prevention Officer, Humberside Police, North Bank
· Crime Prevention Officer, Humberside Police, South Bank
· Crime Prevention Officer, Humberside Police, South Bank
· CSP manager, East Riding of Yorkshire Council 
· CSP Manager, North Lincolnshire Council
· CSP Manager, Hull City Council
· CSP manager, North East Lincolnshire Council
· Procurement Officer, Humberside Police
· Procurement Manager, Humberside Police
· Data Protection Officer, OPCC
The above were consulted and no data protection concerns were raised with the creation of the tender and DPIA. 




Step 4: Assess necessity and proportionality
	Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?

	The successful provider will:
· Confirm data protection privacy policies with residents and advise them how their data will be used
· Obtain consent if an individual wishes to be contacted following consultation
· Names and contact details are not required unless individuals want to be contacted
· Confirm addresses that have been visited and share with the OPCC
· Retain data in line with their data retention policy
· Only process such personal data as is described within the contract and only at the instruction of the OPCC
The OPCC will:
· Share addresses provided with target hardening materials with the local Community Safety Partnership and Humberside Police to ensure that there are no duplications
· Ensure a data processing agreement is in place before any personal data is processed 
· Retain personal data in line with the data retention policy
· Ensure data protection is covered as part of initiation and contract monitoring meetings with the provider


Step 5: Identify and assess risks
	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary. 
	Likelihood of harm
Remote, possible or probable
	Severity of harm
Minimal, significant or severe
	Overall risk 
Low, medium or high

	Data breach – contact details, property information is shared outside of remit
	Possible
	Significant 
	Medium

	Provider computer systems are hacked 
	Possible
	Significant
	Medium

	Hard copies (paperwork) are lost or stolen 
	Possible
	Significant
	Medium

	Individual at the property objects to the processing of their personal data
	Possible
	Minimal
	Low




Step 6: Identify measures to reduce risk
	Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 5

	Risk 
	Options to reduce or eliminate risk
	Effect on risk
Eliminated reduced accepted
	Residual risk
Low medium high
	Measure approved
Yes/no

	Data breach – contact details, property information is shared outside of remit
	Ensure all: Store data securely, Clear desk policy, Remote working policy, Name documents clearly, Review access controls, Think, double check details of e-mail recipient, Consider use of secure e-mail system / 2 factor authentication, regular monitoring with provider.
	Reduced
	Low
	Yes

	Provider computer systems are hacked
	Ensure passwords are secure, not shared., double authentication. Staff who have left to have access revoked immediately. All to be caution of suspicious e-mails with attachments. 
Provider to have ISO 27001:2022
	Reduced
	Low
	Yes

	Hard copies (paperwork) are lost or stolen
	Keep things electronic where possible
Paperwork to be locked away securely
Clear desk policy
	Reduced
	Low
	Yes

	Objection to data processing by data subject
	Any additional data collected by the provider must be detailed in the contract. Data subjects must be provided with a compliant Privacy Notice by the provider at the point of data collection or as soon as reasonably practicable afterwards. Provider must have a Data Protection Policy that allows for the withdrawal of consent.
	Reduced
	Low
	Yes





Step 7: Sign off and record outcomes
	Item 
	Name/date
	Notes

	Measures approved by:
	Richard Kendall 26/06/2026
	Integrate actions back into project plan, with date and responsibility for completion

	Residual risks approved by:
	Richard Kendall 26/06/2026
	If accepting any residual high risk, consult the ICO before going ahead

	DPO advice provided:
	Mike Richmond 25/6/2026
	DPO should advise on compliance, step 6 measures and whether processing can proceed

	Summary of DPO advice:
I am content that the majority of the task can be completed with only the minimal processing of personal data as described. We must exercise caution over the use of Consent when the provider collects personal data and must approve the provider’s privacy notice. The risk is that the provider is seen as an extension of the OPCC or the Police and that could affect people’s perception over whether they can freely object to the collection of data.

	DPO advice accepted or overruled by:
	Richard Kendall 26/06/2026
	If overruled, you must explain your reasons

	Comments:
Advice accepted.

	Consultation responses reviewed by:
	Leigh Collins
	If your decision departs from individuals’ views, you must explain your reasons

	Comments: No concerns raised during the consultation process. 

	This DPIA will kept under review by:
	Leigh Collins
	The DPO should also review ongoing compliance with DPIA
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